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The Fraud Landscape in 2018 
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The digital world has created cybercrime 
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What do you need ? 

Anonymity  
Operate from anywhere 

High reward 

Low risk of getting 

caught 

Need for tools 

Fuel is the 

data 



Dark web markets provide easy access to resources 

Alpha bay taken down July 2017 but many others remain 

Access to  

Å Weapons,  

Å Narcotics,  

Å Unlicensed synthetic 

drugs,  

Å Cyber-arms,  

Å Counterfeit goods,  

Å Counterfeit currency,  

Å Forged documents  

Å Forgery services,  

Å Credit card details,  

Å Personal information,  

Å Stolen account, 

guides and tutorials, 

Å Fraud services 



ASSUMPTION 

 
1 - Organisations need to assume that all data is potentially compromised 

2 ï SCA OTP - One Time Passwords are not anymore the only solution 

Å Social engineering is really effective 

ÅMalwares can capture and redirect 

OTP sent or generated in mobile 

Å SMS Infra has been hacked 

SS7 Hack 

Å Read or redirect 

messages,  

Å Listen to calls 

TWO important things to understand 



What about your real customers ? 



Combat Fraud, but don't forget business .. 

Transactions Account Set Up  

Source: Experian Fraud Report 2018 

New customer abandonments 

are due to  

TOO MUCH  

information requested 

1in4 42% 
Millennials  

Would use more  

on- line 

transactions  

if there were 

LESS security 

barriers 30% 
Gen X 



The Challenge of Client Onboarding é. 

Account Opening 

Fraud  

Identifying the differences 

between good and bad 

customers as quickly as possible 

REDUCE LOSSES 

SUSPICION  

Protection against fraud 

INCREASE REVENUE 

TRUST 

Positive customer journey 

éé achieve a balanced approach for Fraud 



The Challenge of Client Onboarding é. 

1. Fraud must be a Multi-layered approach  

 

2. The end of the "Single Service Provider" model 

KYC  AML  GDPR  PSD2  SCA  2FA OTP Biometry  ID Verification  Selfie  é 

 

1. Evolving Fraud landscape, assume all data are compromised 

2. Evolving compliance and regulation 

3. Evolving technologies 



Introducing Experian's Vision for Fraud Prevention 

 

CrossCoreTM 



An open 

approach 

Powerful 

strategy  

design and  

workflow 

decisioning 

Common 

access 

through a 

flexible API 

CrossCore addresses the client NEEDS 
The first óplug-and-playô platform for fraud and identity services  
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Defined Treatments & Automated Decisioning 

Automate 
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